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Background & Motivation
Unix requests: ‘unix-admin’ mailing list
“database” is mail archive

Need application to thread email, with a
real DB, with search functionality

Continue to provide email interface for
users (and solvers); also want web, CLI

SLAC’s helpdesk uses Remedy — not
really suitable for our needs
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RT(3) — BestPractical.com

Looked at a number of alternatives,

selected RT3 from BestPractical.com
(others: Jitterbug, Roundup, OTRS, Keystone)

Free, with source
Email, web and CL interfaces

Customizable: through web, or in source
code (perl)

Active user community, active developers;
used at (at least) one other HEP lab
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File Edit View Go Bookmarks Tools Help

- E} - @ lgil @ I'E' https://www-rt.slac. stanford. edu/rt3/

8| @co |Gl

#/BBrHome | | SysGmpDocs |G|Google $'eBooks & RT me & Hot Seat & Monitoring

SLAC &) SccCs

5 A New ticket in admin-mtg j
" 2 - at a qla =
= 10 highest priority tickets I own...
# Subject Priority Queue Status
H 34387 www7 B0 unix-admin open
40108 Perl update plans? BO unix-admin open
00 FW: [RHSA-2006:0199-01] Critical: ; :
42343 &7 -ad
mozilla security update slLte sl i
0 0 aClo 43544 Ilyx problem 40 unix-admin open
44026 FW: [RHSA—_IDDE:DzﬁE—Dl] Important: 26 . —
Drafare = gnupg security update
RT bug: error in Ticket_Overlay.pm
A DOroV S 33021 when adding URL reference with a 20 RT open
leading space
23183 apache/cgi stuff 0 Projects open
3
a1 R My 10 top tickets...
# Subject Queue Status Created
42550 ApacheServerTokenNotSet Scans-Security  open 2;: eeks
; ; 2 months
41272 python 2.4.2 unix-admin open o
need a machine or two for The : : 4 months
35990 Written Word unix-admin open i
34387 www7 unix-admin open zgr:onths
i 2 ; & months
32630 Czar list again unavailable www-admin new -

Preferences | Logout |
Logged in as bartelt]

Search

Queue Mew Open Stall
admin-mig 9 5 2
ChangelLog 0 0 0
Incident 0 2 1
installation 2 10 0
Internal 0 0 0
mail-admin 1 7 0
Monitoring 26 9 0
PrivilegeRequesis 1 5 1
Projects 2 9 2
raid 0 0 1]
RT 9 10 3
Scans-Security 2 45 i}
Security 9 21 4
SpaceRequesis 1 3 (i}
Tech-Coord 2 2 0
test2 3 1 1]
unix-admin 26 173 52
www-admin 63 38 1

Don't refresh this page. j
ol

https: /fwww-rt. slac. stanford. edu/rt3/

www-rt. slac. stanford.edu =



Workflow

* Requestor sends email to unix-admin

* Goes to RT unix-admin queue; RT sends
autoreply, and forwards message to
queue’s “Watchers”

* During business hours, “hotseat” person
will solve or assign ticket to an "owner”
(or another watcher may grab it)

» Hotseat or solver may add comments (not
sent to requestors) or correspondence
(which is); change queue, other fields
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Open, Unowned Tickets

File Edit View Go Bookmarks Tools Help

QZI - E@ - @ @l @ Iﬁ' https:/jwww-rt.slac. stanford. edu/rt3/Search/Results. html|? Order=DESC&Query="%2 E||j @ Go I@,

*BBrHome USysGrpDocs Gongle EeBooks & RT me & Hot Seat E’Monltonng

&% Preferences out £
SLAC @ SCCS Logged in a|5LI::rtel;;
j ] 8

Mew ticket in [l admin-mtg Search

RT for SLAC
Home Found 7 tickets

Teckels # Subject Status Queue Oowner Priority
Requestors Created Told Last Updated Time Left
New Query 44519  Site failing ACDC Critical tests PROD_SLAC --ISSUE=1677  new unix-admin Nobody 20
QUET’Y BL‘IHdEF goc@hopensclencegrid.ong 17 min ago 17 min ago Q
Advanced 44518 Setting Site Status in ACDC new unix-admin MNobody 20
gocdhopensclencegrid.ong 55 min ago 55 min ago [u]
show Results 44517 Please configure netiestd with the standard linux stuff new unix-admin MNobody 20
@ lghsLac. smnford . ECU 55 min ago 55 min ago u}
44516 Executing an OpenMPI code on mpitesiq new unix-admin MNobody 20
HSSEtS dineshg hscorec.rphedu 90 min ago S0 min ago o
44512 AFS Space Request Form new SpaceRequests MNobody 40
RTFM cecchldmfe. infn. Ik 5 hours ago 5 hours ago u}
44508 Job 744590 "on" noma0437 open unix-admin MNobody 20
Tools gpdf@sLac. sanford. EDU 17 hoursagoa 116 min ago 116 min ago o
B —————— 44467 AFS Space Request Form open SpaceRequests MNobody 40
Conﬁguratiﬂn pruvckfhsiac.smnford.edu 25 hoursago 6 hours ago & hours ago u]

Preferences AL

Don't refresh this page. | Gol |
Approval Update multiple tickets
e e ————— Bookmarkable link

Statistics spreadsheet | RSS | Work offline

Using RT
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Close-up: One Ticket

JLIw .w . LWL TS Logged in as bartel ]

] seah

|

admin-mtg

RT for SLAC New ticket in

Home #44516: Executing an OpenMPI code on mpitestq
Reply | Resolve | Open | Take | Comment | Delete | Exiract Article | Stall

Tickets
Ticket metadata
New Query

Advanced Id: 44516 Created: Tue Mar 28 08:49:12 20006
Status: new Last Not set

Show Results Left: 0 min Contact:

<< First Priority: 20/80 Undated: Tue Mar 28 08:49:17 2006 by

dineshg @scorec.rpi.edu

< Pray Queue: unix-admin
| cusompeas, |

Mext =
® (no value) Owner: Nobody
Last > > Hostname: Requestors: dineshg@scorec.rpi.edu

#44516 Project: ¥ (Mo value) Ce:

Display AdminCc:

History

e or History Display mode:[Brief headers] [Full headers]
Tue Mar 28 08:49:12 2006 dineshg@scorec.rpi.edu - Ticket created [Reply] [Comment]

Dates
Subject: Executing an OpenMPI code on mpitestq
Date: Tue, 28 Mar 2006 11:49:04 -0500

To: unix-admin@slac.stanford.edu

People
Links

Jumbo : : .
From: Dinesh Godavarty =dineshg@scorec.rpi.edu=

Download (untitled)

Assets text/plain 457b

RTEM
Hello,

Tools I am running an openMPI based executable on the mpitestq. I submit an
interactive job as

Conﬁguration bsub -1 -q mpitestq -a openmpi -n 10 -1 om3p omegalp tdr.o3p
www-rt.slac. stanford.edu ()

Done



Assign Owner, Add Comment

[ w N N Logged in as bal

New ticket in | | admin-mtg B

Update ticket #44516 (Executing an OpenMPI code on mpitestq)

Reply | Resolve | Open | Take | Comment | Delete | Extract Article | Stall

Status: I open j Owner: I alfw j Worked: I minutes

Update Type: | Comments (Not sent to requestors) j

Subject: IExecuting an OpenMP| code on mpitestq

Cc: I
(Sends a carbon-copy of this update o a comma-delimited list of email addresses. Does not change who will receive future updates. )

Bcc: (Sends a biind carbon-capy of this update to a commea-delimited jist of email addresses. Doas pot change who will receive future
updates. )

Attach:l Browse... | Add More Files |

Messages Search for RTFM articles matching I

Include RTFM article: | Go |

21f, can you answer this?
thanlca
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Solver’s Actions

Owner can correspond with requestor
Add comments

Comments or correspondence may quote
a previous message in the ticket

When solved, change status to “Resolved
- “closing” the ticket. (“Deleted”, “Rejected”)

7
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Close-up: Queues
| Quiexsearen

Queue Mew Open Stall Note: queue names,

admin-mtg 8 5 2 .
ChangeLog 0 o o numbers, are all links
Incident 0 2 1

installation 5 11 0

Internal 0 0 0

mail-admin 0 12 0

Monitoring 19 10 0

PrivilegeRequests 0 4 1

Projects 2 9 2

raid 0 0 0

RT 9 10 3

Scans-Security 3 47 0

Security 9 21 4

SpaceRequests 0 2 0

Tech-Coord 0 5 1

test2 4 1 0

unix-admin 30 172 50

www-admin 80 41 1

John Bartelt - SLAC - RT
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Installation details

Use RedHat (first: RH9; now RHEL 3)
Initially used RT 3.0.10; now 3.4.2
Apache 1.3.x with mod perl

Locally installed perl with extra modules

MySQL 4.0.x (from MySQL rpms),
accessible only from localhost

RT also supports Oracle and PostgreSQL;
or fastCGl instead of mod_perl
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Authentication

Email is unauthenticated

Unprivileged RT users created from
incoming emaill

Solvers authenticate through the web:
apache mod_auth pam => AFS
Experimentation with Krb5 auth (not prod)

Problems (more later)
— Multiple user entries
— The “losing authentication™ problem
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Basic Configuration

« Establish queues for different types of
requests; groups to manage solvers’
privileges; scrips and templates for
automation: autoreplies, email to
watchers, etc.

« Email to single account: procmail script
forwards to rt-mailgate, setting basic
parameters based on incoming address;

rt-mailgate forwards to http

John Bartelt - SLAC - RT
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Procmail excerpts (1)

QUEUE=unix-admin
ACTION=correspond
FROM="$FORMAIL -rt -xTo:’
# This makes mail to admin-log a comment instead of correspondence.
0
* A(To|Cc): .*admin-log
* IN(To|Cc): .*unix-admin
{ ACTION=comment }
# This puts ranger, swatch, and root messages in a special queue.
OE
* AFrom:.*(ranger|swatch|root)
{ QUEUE=Monitoring
ACTION=comment }
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Procmail excerpts (2)

# Put the ticket into RT. The --subject is a locally-added
# option to echo the subject with ticket number back.

SUBJECT="/usr/etc/systems/rt-mailgate \
--subject --queue $QUEUE --action SACTION \
--url https://webscs01.slac.stanford.edu/rt3/ 2>&1°
# Everything not handled by RT, put into incoming.

OE
/var/spool/mail/unix-admin-incoming

John Bartelt - SLAC - RT
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Backup

* Nightly mysgldump of DB to local file; then
copied to AFS (cronjob)

» Config files, local mods: tar file in AFS
(manual); move to CVS ?

* Also have second machine for test &
development; can be used as backup, in
case of hardware failure

John Bartelt - SLAC - RT 16



Query Builder

» Construct complicated database queries
» Choose display ordering, etc.
« Save query in DB and/or as bookmark

John Bartelt - SLAC - RT
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Query Builder

Add Criteria

Aggregator: & anp ¢ oR owner = 'bartelt’ -
AND Status != "resolved’
idl less than  ¥| I AND Queue != 'Projects’
AMD Status != "rejected’
I Subject R I matches R I

Queuel is j I- j
Statusl is j - j
IOwner jl is = - Rd| 3

Reguestor EmailAddress || contains -
| ] = |
I— jlbelungﬂu jl- - Al v <[ > | andior|
ICreared leefure R Delete

ITime Worked jl less than =

I_
| Priority ~||less than I Saved searches

IHasMemb-er jl ic j Privacy: | My saved searches j

Description:
Prnje::tl contains J

I' j I Save |

Load saved search:

Display Columns

4

Hnstnarnel cantains j

Add Columns: Format: Show Columns: id j
. oo [T : Order by:
id i Link: id Descending x|
Status = j Subject

. Rows per
ExtendedStatus Title: Status S ISU R
Subject > | QueueName ] page:
QueueName A

A v Delete

OwnerName j == 5 |5 |

T <o N 'S



Customization

« GUI tweaks: $RT/local/html/ overrides
SRT/share/html/ - other hooks, too

* Add-ons (some recently installed by Chuck) :

— RTFM (RT FAQ manager)

— Asset Manager

— Rights Matrix

— Statistics

— Color-coding

— Priority aging (backed out for now...)
— Paging

John Bartelt - SLAC - RT
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Asset Manager

QEI e E> - g @ I‘Ef https:/fwebscs02.slac. stanford. edu/rt3/AssetTrackerfindex. htmil

*BBrHome DSysGrpDncs Google EeBnnks & RT me & Hot Seat E’Monltoﬂng

alv] ©co G

Preferences | Logout
Logged in as bartelt

RT test server
RT for SLAC New asset of type [ Deskiop -]

Home Asset Tracker

ickets

Asset Type spare
Assets Desktop 2
New QUE’:T’Y Servers 0
Query Builder :It:'m“ :

Advanced

ools

10 Most recently updated assets...

Description

bbr-xfer0l (Mo description) Servers production
Configuration kan002 {No description) Servers retired
coma008 (Mo description) Servers production
Preferences noma0357 (Mo description) SErvers production
noma0090 (Mo description) Servers production
H DDFOVB| toriol23 {No description) Servers production
opi08rfs00 (Mo description) Desktop production
Search: new me noma0301 (Mo description) SErvVers production
sysdevl3 (Mo description) Desktop production
Search: new hotseat =B (No description) Desktop production

Search: Monitoring

Search: Unassigned
Statistics
Using RT

John Bartelt - SLAC - RT
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Installation Tickets

* |nstallation Queue tickets have children
tickets automatically created

— Order status
— Power

— Network

— Rack

— Arrays

— DNS

— OS Install

John Bartelt - SLAC - RT
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#43980: install 3 new replacement infrastructure license servers
Reply | Resolve | Steal | Comment | Delete | Extract Article | Stall

Ticket metadata
The Basics... | pates. |

Id: 43980 Created: Tue Mar 14 15:20:51 2006
Status: open Last Contact. Mon Mar 20 10:05:40 2006
Left: 0 min Updated: Tue Mar 21 10:19:25 2006 by george

Pricrity: 27 /80

FREHE TomintimiiHe Owner: randym <randy @slac.stanford.edu>

BT e uestors: randym <randy Gslac.stanford.edu>
c:

® licensal C
® licensa2

People...

Hostname: AdminCc: randym <randy @slac.stanford.edu>
® license3 yangw@SLAC._Stanford.EDU
yzkopf <yzkopf@SLAC.S5tanford.EDU=>
Project: ® Infra
Order Status: ® (no value)
POWER: ® Completed
Metwork: ® Completed
Rack: ® Completed
Arrays: ® (no value)
DNS: ® Required
0S Install; @ Required*

Custom fields, children tickets
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Parent Installation Ticket - Links

Depends on:
Depended on
by -

Parents:
Children:

Refers to:

Referred to

by

® 43981: Power::install 3 new replacement
infrastructure license servers [resolved]

® 43982: Network::install 3 new replacement
infrastructure license servers [new]

® 43983: Rack::install 3 new replacement
infrastructure license servers [resolved]

® 43984: DNS::install 3 new replacement
infrastructure license servers [open]

® 43985: O0S::install 3 new replacement
infrastructure license servers [new]

John Bartelt - SLAC - RT

Links to children

Suitable for limited
projects

[any ticket can
have links to
related tickets or
other URLS]
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Results, Impressions, etc.

Solvers generally like; takes some getting
use to. Interface is (mostly) logical if not
always intuitive. Threading & searching
are huge improvement over old mailbox.

Requestors also generally fine with it;
some complaints about number of emails;
interactions with BaBar’'s HyperNews

Much less likely to lose track of requests
Adopted by www-admin & mail-admin
Approaching 50k tickets
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Problems...

» Apache/browser authentication problem
(intermittent; not solved; Krb5 ?)

» Broke HyperNews threading in 3.0; fixed
in 3.4 (now respects In-Reply-To header)

» Poor interaction with HelpDesk’'s Remedy
system (tech-coords, main-tech use both)

* Multiple userids; emall v. web autocreation
« Can’t unmerge merged tickets
* No version control for scrips & templates
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Dec. 29" Email Explosion

One incoming spoof; one autoreply to
spoofed address = mailing list (obsolete)

Forwarded to other lists; one in particular
forwarded to dozens of more lists

100s of “"no permission”, autoreplies,
bouncing around, generated complaints

CTB tried to fix; RDC pulled plug
Fixes: $RedistributeAutoGeneratedMessages=0
and more filtering at procmail & in RT

John Bartelt - SLAC - RT
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BestPractical.com
provides

User & Devel mailing lists (lots of traffic)
Wiki (useful)

Training

Support contracts

John Bartelt - SLAC - RT
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Future of RT at SLAC

Would like single problem/request
reporting/tracking system for SCCS: RT
or something else?

Open RT Web interface to users
(single sign-on web ?)
Deploy enhanced CLI from DESY ?

RT 3.6.x (improved custom fields, other
per-user customization)
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